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Appendix D. The VOMRS Configuration File

The configuration file is written in XML.  XML is a configurable, extensible 
language with syntax similar to HTML.  XML is case-sensitive. XML can be 
used for documentation, but it is more versatile than just that. In particular, the 
VOMRS code, written in Java, is designed to read in a configuration file 
supplied in XML format.  Elements in XML are analogous to tags in HTML; 
they represent structures or desired behavior. Attributes define properties of 
elements. Elements are used with attributes in XML the same way as tags are 
in HTML: 

<ELEMENT ATTRIBUTE="value">data</ELEMENT> 

The configuration file for VOMRS is provided in valid XML (as opposed to 
well formed XML).  A file written in valid XML is based upon XML Schema 
(a specification that defines the structure of the associated XML documents 
and the datatypes for attribute values and element content). More information 
on XML and XML Schema files is available at http://www.w3.org/XML.

D.1  VOMRS XML Schema File (vomrs.xsd)
In order to ensure the proper working of VOMRS, never edit this file!  The 
schema is shown here as a graphic in two parts, top and bottom.  The blue 
VOMRS tab at the left is common to both; use it as a visual aid to connect the 
two halves.
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The top:
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and the bottom:  

D.2  A Sample Configuration File
The configuration file shown here is an example, written for the USCMS VO 
during the development and testing phases of the VOMRS product.

<?xml version='1.0'?>

<!-- All the parameters that are ${...} will be replaced by actual values by 

vomrs_configure script -->

<!-- the one that are "hardcoded should be changed manualy then tomcat and 

corresponding VOMRS server

should be restarted-->

<vomrs xmlns:xsi='http://www.w3.org/2001/XMLSchema-instance'>

        <name>${VO_NAME}</name>

        <!-- Registration realated information-->

        <registration>

                <!-- type could either General, LCG or SAM for now-->

                <type>${REG_TYPE}</type>

                <!--if type is LCG -->

                <!-- 

                     <experiment>CMS</experiment>   

                    the other experiments can be ATLAS, ALICE, LHCB 

                     <updateTime>12</updateTime>

                time to contact CERN Orgdb for update (hours)

                --> 

                <!--if type is SAM -->

                <!-- 

                     <experiment>DZERO</experiment>   

                    the other experiment can be CDF 
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                     <updateTime>12</updateTime>

                time to contact SAM db for update (hours)

                -->

        </registration>

        <!-- Grid related information -->

        <grid>

                <!--  name of organization that oversees all grid resources 

for this VO -->

                <gridResourceName>${GRID_ORG}</gridResourceName>

                <!--  url location of usage rules for this organization -->

                <gridUsageRules>${GRID_RULES_URL}</gridUsageRules>

                <gridUsageRulesVersion>${GRID_RULES_VSN}</gridUsageRulesVersion

>

        </grid>

        <!--CA certificate validation and syncronization setting-->

        <certificateValidation>

                <status>${CERT_STATUS}</status>

                <!-- this will enable process that checks CA certificate 

expiration  date

                and changes status of a CA certificate and member certificates 

signed by this CA

                if status set to "off" no expiration check will be performed 

-->

                <validationUpdateTime>10</validationUpdateTime>

                <!-- check period in minutes -->

                <synchronization>

                        <status>${CERT_SYNC_STATUS}</status>

                        <!-- if set to "on" synchronizes list of CA with 

certificate specified by location -->

                        <!-- if sslCAFiles is not defined assumes this -->

                        <sslCAFiles>${SSL_CA_DIR}/*.0</sslCAFiles>

                        <!-- check period in hours -->

                        <syncronizationUpdateTime>${CERT_UPDATE}</syncronizatio

nUpdateTime>

                        <!-- if setStatus is set to "off" vo administrator 

accepts all CA certificates

                        that appear in TRUSTED_CA diretcory and can not change 

the status of a CA certificate

                        if setStatus is set to "on", each new certificate 

requires VO administrator approvals

                        and can be set to "Approve" or "Denied" -->

                        <setStatus>${CERT_SET_STATUS}</setStatus>

                </synchronization>

        </certificateValidation>

        <!-- Membership validation setting -->

        <membershipValidation>

                <status>${MEM_STATUS}</status>

                <!--check period in minutes -->

                <updateTime>${MEM_UPDATE}</updateTime>

                <!-- membership expiration policy -->

                <expirationPolicy>

                        <institutionalMembership>

                                <!-- max years before institutional  

membership is expired (years)-->

                                <maxPeriod>${INST_MAX_EXP}</maxPeriod>

                                <!-- the number of days before expiration day 

a user should be notified -->

                                <notificationPeriod>

${INST_NOT_DAYS}</notificationPeriod>

                                <!-- how often we want to notify the user 

within notification period -->

                                <notificationFrequency>
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${INST_NOT_FREQ}</notificationFrequency>

                        </institutionalMembership>

                        <voMembership>

                                <!-- max years before vo membership is expired 

(years) -->

                                <maxPeriod>${VO_MAX_EXP}</maxPeriod>

                                <!-- the number of days before expiration day 

a user should be notified -->

                                <notificationPeriod>

${VO_NOT_DAYS}</notificationPeriod>

                                <!-- how often we want to notify the user 

within notification period -->

                                <notificationFrequency>

${VO_NOT_FREQ}</notificationFrequency>

                        </voMembership>

                </expirationPolicy>

                <!-- email confirmation policy and usage signing policy -->

                <timeoutsPolicy>

                        <!-- wait period in days for email verification -->

                        <emailVerificationTimeout>${EMAIL_DAYS}</emailVerificat

ionTimeout>

                        <!-- wait period in days  between email verification 

and signing the Usage Rules -->

                        <phaseIITimeout>${RULE_SIGN_DAYS}</phaseIITimeout>

                </timeoutsPolicy>

        </membershipValidation>

        <!-- log configuration for vomrs server -->

        <!-- full path to the log properties file should be specified-->

        <log>log4j.properties</log>

        <!-- event processor configuration -->

        <eventProcessor>

                <status>on</status>

                <!-- web services url -->

                <url>https://localhost:8443/vo-${VO_NAME}</url>

                <mailFrom>${MAIL_FROM}</mailFrom>

                <mailSubject>${MAIL_SUBJECT}</mailSubject>

                        <mailHost>${MAIL_HOST}</mailHost>

                        <mailPort>${MAIL_PORT}</mailPort>

                <updateTime>2</updateTime>

        </eventProcessor>

        <!--client is used for testing purposes -->

        <client>

                <status>off</status>

                <port>14000</port>

                <connectionTime>10</connectionTime>

        </client>

        <!-- Synchornization with VOMS database -->

        <synchronizer>

                <status>${VOMS_SYNC_STATUS}</status>

                <!-- the synchronization interval in minutes  -->

                <syncTime>${VOMS_SYNC_TIME}</syncTime>

                <!-- the synchronization level

                default is 0 -"Add Members", 1- "Add/Delete Banned Members",2 

- "Synchronize Members", 3- "Synchronize", 4- "Event Driven Synchronization" 

-->

               <syncLevel>${VOMS_SYNC_LEVEL}</syncLevel>

                <vomsUrl>https://localhost:8443/edg-voms-admin/${VO_ROOT_GROUP}

/services/VOMSAdmin</vomsUrl>

                <!-- if axis.socketSecureFactory is not defined assumes this

                <socketSecureFactory>org.edg.security.trustmanager.axis.AXISSoc

ketFactory</socketSecureFactory>

                -->
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                <!-- if running as root assume this as a default-->

                <sslKey>${HOST_CERT_DIR}/hostkey.pem</sslKey>

                <sslCertfile>${HOST_CERT_DIR}/hostcert.pem</sslCertfile>

         </synchronizer>

        <!-- database configuration -->

         <db>

                <!-- if host is not defined assumes localhost           -->

                <host>localhost</host>

                <!-- if port  is not defined assumes 3306 -->

                <port>3306</port>

                <!-- if user is not defined assumes  uid that started server-->

                <user>${DB_USER}</user>

                <!-- if password is not defined assumes  that the databse is 

not protected -->

                <password>${DB_PASSWORD}</password>

                <!-- if dbname is not defined assumes  "test" -->

                <dbname>${DB_NAME}</dbname>

                <!-- if url is not defined assumes  "jdbc:mysql://" -->

                <url>jdbc:mysql://</url>

                <!-- if drivers is not defined assumes  

"org.gjt.mm.mysql.Driver"  -->

                <driver>org.gjt.mm.mysql.Driver</driver>

                <!-- any of the parameters are below are related to connection 

pool -->

                <maxCon>10</maxCon>

                <initCon>4</initCon>

                <wait>true</wait>

        </db>

        <!-- web ui configuration -->

        <web>

                <!-- full path to the log properties file should be 

specified-->

                <log>log4j_webui.properties</log>

                <!-- full path to on line help file

                     <help>online_help.xml</help>

                -->

                <!-- time in seconds until session expires 

                <inactiveInterval>600</inactiveInterval>

                -->

        </web>

</vomrs>


